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Department of Emergency and Military Affairs (DEMA-EM) maintains the Continuity of 
Operations Program Document as a living document intended to be continuously reviewed and 
revised, with input from all stakeholders, to guarantee the most current program possible. 
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INTRODUCTION 

Continuity of Operations (COOP) is not a new concept. However, not every government 
Organization outside of the Federal agencies has embraced COOP. This document emphasizes 
the need for and benefits of having a COOP Program and is intended to assist Organizations in 
building resiliency through a robust COOP Program.  This document describes the COOP 
Program components, the reasons to have a COOP program, what a COOP Plan consists of, and 
what the COOP program looks like at DEMA.  

The readers of this document will notice a departure from the Federal Emergency Management 
Agency’s (FEMA) plan template concept. Plan templates, separated into two parts, base and 
annexes/appendices. The Base document will not include procedures or processes, but will move 
towards strategies, roles, and responsibilities. All Base sections of the plans within the COOP 
Program should be about the “What” needs to be done versus the “How” it needs to be done. The 
“How” is contained in annexes/appendices which may also include Standard Operating 
Procedures (SOPs) and other process documents. While this is a major shift, it does not 
deteriorate the importance of the planning documents. This Program document also allows for 
flexibility and scalability of the plan templates, thus the templates are not “one size fits all.” 

PURPOSE, SCOPE, SITUATION OVERVIEW, AND ASSUMPTIONS  

Purpose 

This document describes COOP and acts as a guide for organizations as they build their COOP 
Programs. Although, this document is written based on the State of Arizona perspective, the 
overarching principles and tools can be used by any non-federal entity, nationally. 

Scope  

The provisions of this program document are applicable to all State Agencies, Boards, 
Commissions, and Authorities; tribal and local government jurisdictions, and non-profit and 
private sectors (hereafter referred to as Organization/s). There may be local or tribal authorities 
or other regulatory entities that may supplement or supersede the authorities referenced in this 
document. 

Situation Overview and Assumptions  

Hazards can affect all aspects of life. With a robust COOP Program, the impacts of those hazards 
can be greatly reduced or, in some cases, eliminated. There will always be risk, but some risk is 
tolerable. The Arizona State Emergency Response and Recovery Plan (SERRP) and the Arizona 
State Hazard Mitigation Plan (SHMP) provide direct linkage between this document and the 
situation in Arizona. 

This Program document will not make any assumptions that by following this program and 
resulting plans, an Organization will remove all risk from its people, infrastructure, and systems. 
Although the authors of this document used a collaborative and exhaustive research process, they 
do not assume that all information is current, but a great effort has been made to use the most up 
to date research, concepts, and information.  
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CONCEPT OF OPERATIONS 

This document is to be used under the notion that an Organization must continue to function no 
matter what happens to its people, facilities, or infrastructure. While continuity events do not 
happen on a daily basis, when they do happen, it is imperative that an Organization can 
successfully assess the situation, allow for proper decision making, and provide solutions to 
problems in a short amount of time. This is accomplished through the use of the steps discussed 
throughout this Program document.  

If any questions arise during the planning process, the DEMA-EM Planning Branch staff is 
available to support and offer technical assistance. 

PROGRAM STRUCTURE 

The COOP Program is comprised of foundational concepts within the Base Document and 
details in the Annexes and Appendices.  

Base Document 

The Base Document serves as the foundation for all Annexes and Appendices. It describes the 
“What” of the Program and COOP planning process to include roles and responsibilities.  

Annexes and Appendices 

The Annexes and Appendices provide the details of the foundational concepts and the “How” of 
the Program. These include tools, samples, and plan templates.  

WHAT IS CONTINUITY OF OPERATIONS (COOP)? 

COOP, and the related concept of Continuity of Government (COG), was first required for 
federal agencies, during the Cold War as the federal government considered the possibility of a 
nuclear attack disrupting constitutional government and local, state, and federal government 
operations. However, the history of the concept of continuity goes even further back to civil 
defense days in which many states considered COOP and COG as part of this effort. COOP and 
COG have received renewed attention today given the threats posed by terrorism and workplace 
violence. [1]  

COOP can be defined as “the degree or state of being continuous in the conduct of functions, 
tasks, or duties necessary to accomplish [an] action or mission in carrying out the national 
strategy. It includes the functions and duties of the [leadership], as well as the supporting 
functions and duties performed by the staff and others acting under the authority and direction of 
the [leadership].” [2] There are other terms for Continuity used in different industries and 
countries such as Business Continuity, Crisis Management, Disaster Recovery; however, they 
have roughly the same meaning. Business Continuity is used in the private and non-profit 
sectors, Crisis Management is used in countries outside the United States, Disaster Recovery is 
used in the IT sector, and COOP is designated for government entities.  

No matter the term, the question that should be asked is, “How is an Organization going to 
continue to do business/operate no matter what happens?” Based on Presidential Directive [3], 
industry standards, [4] [5] and Emergency Management Accreditation Program (EMAP) 
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Standards [6], COOP ensures that Organizations are able to continue performance of Essential 
Functions (EFs) under a broad range of adverse circumstances. Although there is no requirement 
for non-federal entities to have a COOP program, it is strongly encouraged. In the State of 
Arizona, all State Agencies are required to have a COOP Plan per Executive Order. [7] 

WHY HAVE A COOP PROGRAM? 

An Organization may ask “Why would anyone have a COOP Program if it is not required?” 
There are several reasons for having a COOP Program: 

1. Threats are present everywhere (floods, 
fires, snowstorms, disgruntled 
employee, pandemic, computer server 
malfunction, corrupt software, water 
main break, HazMat, etc). All 
Organizations should have a system in 
place to combat these threats and stay 
operational.  

2. A viable COOP program documents and ensures the capability of continuing the 
Organization’s EFs during a wide range of potential emergencies. [3]  These goals  of a 
COOP Program are to: 

 Reduce loss of life and minimize damage and loss to critical processes and 
information.  

 Ensure viable succession of authority in the event that a disruption renders the agency 
leadership unable or unavailable to perform their responsibilities.  

 Anticipate what might occur in order to proactively reduce or mitigate disruptions to 
operations.  

 Ensure that agencies have alternate facilities to perform their EFs during a continuity 
situation.  

 Protect EFs, equipment, Essential Records, and other assets.  

 Achieve a timely and orderly recovery from a continuity situation and resume full 
service to both internal and external customers.  

 Develop and maintain a test, training, and exercise program to support the 
implementation and validation of continuity plans.  

3. A COOP Program is a good business practice to be incorporated into day-to-day 
planning. As a public entity, State Agencies must continue to provide services to the 
public no matter what happens. The citizens of Arizona depend on it, and many State 
Organizations provide services that no other Organization can or will provide. If 
disrupted, these services could represent a total loss to the community from any source. 
[8] 
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4. In the State of Arizona, there is Executive Order 2013-06, which states that each State 
Agency shall have a COOP Plan to enable Agencies to restore their EFs and services to 
the public. [7] No plan is actionable without a viable program.  

There are several consequences of not having a viable and effective COOP Program. These 
could include a tarnished reputation, loss of productivity, or even injury or death. For example, a 
State Organization that deals with customer benefits (i.e. food, shelter, safety, etc) has a 
continuity event and they have to shut down their main facility for more than 2 weeks. This shut 
down could lead to customers going without benefits thus leading to angry customers. This could 
then lead to riots, looting, property damage, and even deaths. With some Organizations being 
responsible for financial regulations and income, a financial loss could have a catastrophic 
impact on the industry it regulates, the economy of the jurisdiction, and the end users of the 
income received.  

These are just some of the reasons, but to put is simply, a COOP program is needed to continue 
operations, keep employees employed, and maintain the public’s respect of the Organization. 

WHAT DOES A COOP PROGRAM CONSIST OF? 

What is in a COOP program? There are numerous courses and books on Continuity of 
Operations, which describe the same nine principles or foundations of a COOP program. These 
principles are discussed below with more details in the Annexes. 

Principle 1: Ensure Continued Performance of Essential Functions 

EFs are defined as “those activities an Organization determined cannot be deferred during an 
emergency; these activities must be performed continuously or resumed quickly following a 
disruption.” [9]  

How does an Organization identify their EFs? An Organization can perform an analysis of what 
it provides and does for customers (internal and external). An Organization’s staff might also 
consider hosting or taking a course on determining EFs.  

In a viable COOP program, Reconstitution should be identified as an EF. [10] Reconstitution 
will be discussed in further details later in this document. 

Principle 2: Minimize Damage and Loss to Critical Processes 

A critical process is a “business process that must be restored immediately after a disruption to 
ensure the affected firm's ability to protect its assets, meet its critical needs, and satisfy 
mandatory regulations and requirements.” [11]  

How does an EF and a Critical Process differ? An EF is what the Organization does, and a 
critical process is a functional process, workflow, activity, personnel expertise, system, data, or 
facility inherent to the execution of the function. [12]  

To determine what processes are critical, an Organization can use the Program tools in the 
Essential Function and the Risk Management Annexes. These tools can also help an 
Organization determine the impacts to those processes if something was to happen to their 
leadership, staff, facilities, or communications. Once the critical processes are determined, an 
Organization should then decide what measures to take to minimize the damage, loss, or both, to 
these functions and processes. This can be accomplished through developing, training, and 
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exercising a COOP plan; mitigating against threats and hazards; safeguarding Essential Records; 
and maintaining a culture of Continuity day-to-day. 

Principle 3: Ensure Succession if Organization Leadership or Essential Positions are 
Disrupted 

Orders of Succession establish an organized order of leadership 
personnel to assume key positions and are critical to have in the 
event an Organization’s leadership or persons in Essential Positions 
become debilitated or incapable of performing their legal and 
authorized duties, roles, and responsibilities. The designation as a 
successor enables that individual to serve in the same position as a 
principal in the event of that principal’s absence. For example, if the 
Organization relies on a specific administrative/support staff person 
to perform EFs, an Order of Succession should be written for that 
position. 

Leadership is responsible for establishing, promulgating, and 
maintaining Orders of Succession to key positions and those 
positions that are required to perform EFs. These positions are 
considered essential and therefore are referred to as Essential 
Positions which puts them in the category of Continuity Personnel.  

Principle 4: Delegations of Authority 

A Delegation of Authority provides successors with the legal authorization to act on behalf of the 
Organization Head or other officials for specified purposes and to carry out specific duties. 
Delegations of Authority will generally specify a particular function, including limitations, 
conditions, and restrictions, that an individual is deemed by the Organization as qualified to 
perform. Delegations of Authority ensure the orderly and predefined transition of leadership 
responsibilities within an Organization during continuity activation and are closely tied to 
succession. This pre-designation helps to ensure a rapid response to any emergency and to 
minimize disruptions that require implementation of continuity plans.  

Principle 5: Reduce or Mitigate Disruptions to Operations 

Mitigation is the effort to reduce or eliminate loss of life, property, and disruption caused by the 
impacts of hazards. The most effective mitigation actions happen now, before the next 
emergency. Effective mitigation requires an understanding of local risks and investments in the 
Organization’s long-term well-being. Without mitigation, there is potential for jeopardizing 
safety, financial security, and self-reliance. [13] 

As part of determining an Organization’s EFs, a risk assessment should be done that focuses on 
identifying and understanding what hazards may impact business/operations. There are many 
natural and human-caused hazards surrounding us. Some hazards, such as a disgruntled 
employee, water main break, or workplace violence, may be specific to COOP. For these 
reasons, it is vital to conduct an Organization specific risk identification and assessment. There 
may be helpful information in local hazard mitigation plans. [14] The Risk Management Annex 
provides an example of a mitigation strategy tool to help close the gaps in COOP related risks. 
These strategies should be part of an Organization’s COOP Program to inform the COOP 
Program Manager/Planner and leadership on gaps that exist and to prioritize closing those gaps. 
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Principle 6: Ensure Facilities for Performance of Essential Functions 

To prepare for a situation that renders an Organization’s original operation facility unusable, it is 
important to identify, secure, and setup alternate facilities before a disaster happens. This will 
ensure an operational facility to perform an Organization’s EFs. Alternate facilities may include 
other facilities occupied by the same Organization, another Organization’s facility, or even 
telework contingencies. It is recommended that alternate facilities meet the need of the 
Organization’s EFs as well as having relatively low hazard risk. 

If a State Agency identifies telework as a viable option to ensure the safety of their staff, it is 
recommended to review ADOA’s telework website at http://teleworkarizona.com/Overview.htm 
for more information and requirements. 

Principle 7: Protect Essential Facilities and Resources 

Not only should an Organization harden their primary facility through mitigation measures, but 
also consider hardening their other resources needed to perform their EFs. By utilizing the 
mitigation strategies previously mentioned, an Organization can reduce or eliminate the risk to 
their resources, including the following:  

IT and Communication Equipment 

Once an Organization determines their EFs, it is vital that they determine what equipment 
is needed to perform those functions. This can include computers, networks, printers, 
internet, phones or other vocal devices, and televisions, just to name a few. One way to 
protect this equipment is to use the information in the Organization Impact Analysis 
(OIA) and implement those mitigation strategies. Another way is to make sure that the 
EF can be performed without the use of electronic equipment. For example, an 
Organization that normally utilizes computer software to create and send correspondence 
may need to rely on paper forms, pens, and runners to do the same if electricity is not 
available. 

Organizations should develop redundant processes to communicate with their staff, 
customers, and public.. These processes should take into account the ability to reach its 
intended audience via any route, including different systems. With voice or other 
electronic communication, there is a potential for loss of power, loss of internet, or loss of 
means to use electronic devices. Therefore, it is important to plan for a non-electronic 
means of communicating and performing EFs. 

Facilities 

Protecting facilities can be accomplished through 
a safety review, hardening, or both. Some 
mitigation measures to harden facilities can be as 
simple as key card access to all doors to as 
extreme as having a building that can withstand a 
nuclear explosion. Protecting facilities includes 
protecting the people, documents, and equipment 
inside those facilities. Organizations should 
review their procedures for evacuation, shelter-in-place, terrorist threats, active shooter, 
etc. These procedures can help the COOP Planner determine any gaps in the facilities. All 
facilities should be protected, including all primary and alternate facilities.  
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Personnel 

No Organization can perform its EFs without personnel. Personnel are essential to the 
Organization and the restoration of the economy. The Organization should mitigate 
against risks that pose a threat to their personnel. Personnel also need to be prepared for 
their role in a Continuity Event or for any disaster or emergency that may affect them. 
The following are ways to prepare and protect personnel: 

Employee Preparedness 

Employees can prepare themselves by proactively understanding their role in a 
disaster, including a Continuity Event. Through education, training, and 
exercising, employees become better prepared. 

Understanding Continuity Role 

All personnel may not be needed or utilized during an emergency or 
Continuity Event. In Arizona, personnel needed to perform EFs are called 
Continuity Personnel, while others may refer to personnel performing 
Essential Functions as the Emergency Relocation Group (ERG). They may 
be required to relocate to an alternate facility, telework, or work in a 
different section of the primary facility for a specific amount of time. 
Those personnel that are not actively participating in the Continuity Event 
should receive notification via the communication systems in the COOP 
Plan. 

Individual Preparation 

Individual preparedness starts with education, training, and participating in 
exercises and COOP planning. One way an individual can prepare is by 
developing and having ready Go-Kits. DEMA-EM requires all of their 
employees to have a personal Go-Kit that will support them for up to 72 
hours, an office go-kit that will allow them to perform their EFs, and a 
home/family disaster kit that will support or provide supplies for up to 
seven days to include shelter in place supplies.  

Family Support Planning 

Employees are more likely to respond or report to work during a disaster if they 
know their families are prepared. [15] Employees and their families should 
develop the following: 

• A family support plan that ensures family members, including pets, will 
be safe and secure during an emergency situation. 

• A family Go-Kit that includes needed items for evacuation or sheltering 
in place. 

The Organization can help with family preparedness by providing a culture of 
preparedness. This may include an emergency information call-in number for 
families, a support network of Organization employees’ families checking in on 
and supporting each other, and planning for the needs of their employees’ family 



Arizona Continuity of Operations Program 
Base Document 

September 2017   B‐8 

 

to include housing, child/elder care, pet sheltering, etc. Family planning 
information can be found at the ready.gov/responder website. 

Essential Records 

Essential Records are those documents, media, databases, and other items that are vital 
for the Organization to perform their EFs. For example, an Organization may have an EF 
of staffing an Emergency Operations Center (EOC) during times of disasters. To operate 
this facility, it needs specific documents that may include: SOPs, an Emergency 
Operations Plan (EOP), and Incident Command System (ICS) forms, and computer 
software to perform the function. The Organization can protect these records through 
redundancy by keeping records on a local network, printed (hard copy), “cloud” 
technology, or all. This is part of the COOP process, and these records can be 
documented using a table format as shown in the Essential Records Annex.  

Principle 8: Achieve a Timely and Orderly Recovery 

Reconstitution is about recovery and is automatically considered an EF. The more timely and 
orderly an Organization recovers from an emergency, the better they will continue to fulfill their 
obligations to customers and the public. It is not effective for non-Continuity Personnel to work 
on non-EFs at a site that has structural issues or does not function. That would be like a farmer 
trying to keep his chickens in the coop, but the roof is not attached and the sides are falling 
down.  

Recovery may involve returning to the primary facility, permanently relocating to an alternate 
site, or rebuilding. Recovery is complete when an Organization can resume full service to 
customers.  

Principle 9: Maintain a Test, Training, and Exercise (TT&E) Program 

COOP is just words on paper if an Organization fails to do anything with it. To maintain an 
executable and viable COOP culture, TT&E must be part of the Organization’s program. There 

are potential COOP events that happen every day that 
Organizations can use as examples and not only learn 
from them, but put these lessons into action. DEMA’s 
mantra is “Plan, Educate, Test, Exercise, Implement.” 
TT&E helps Organizations determine if their COOP 
planning is appropriate, and identify and close gaps 
within the program.  

The Homeland Security Exercise and Evaluation 
Program (HSEEP) provides a set of guiding principles for exercise programs, and a common 
approach to exercise program management, design and development, conduct, evaluation, and 
improvement planning. [16] The HSEEP and FEMA’s Continuity Exercise Design Course [17], 
gives an Organization tools to help build and maintain their COOP TT&E program. 
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ROLES AND RESPONSIBILITIES 

The following roles and responsibilities are specifically for the COOP Program and Planning 
process and are not intended to rollover into the Continuity Event. During a Continuity Event, 
the situation is fluid and requires a different level of thinking. Those roles and responsibilities are 
spelled out in the COOP Plan. 

Leadership 

Effective implementation of continuity plans and programs requires the support of leadership 
with the authority to commit the organization and the necessary resources to support the 
programs. They also are an example of the Organization’s Continuity Culture while ensuring 
continuity plans and programs are developed, coordinated, exercised, and capable of being 
implemented when required. [18] Leadership also has the responsibility of:  

 Appointing a Continuity Program Manager/Planner and supporting their work, including 
providing the necessary budgetary and other resources to support the continuity program.  

 Providing foundation information and clarifying issues. 

 Monitoring the progress of the continuity planning effort.  

 Approving the plan. [3] 

Continuity/COOP Program Manager 

The Continuity/COOP Manager should coordinate the overall activities of the Continuity 
Planning Team. This position has the responsibility of: 

 Providing an annual summary of planning activities to the Organization Leadership. 

 Overseeing the overall development of the Organization’s continuity plan.  

 Serving as the Organization’s coordinator for Continuity of Operations.  

 Developing, coordinating, and managing activities required to enable the Organization to 
perform EFs during a continuity situation.  

 Chairing the Organization’s internal Continuity Planning Team. [3] 

COOP Planner 

The COOP Planner has the responsibility to manage the day-to-day continuity plan development 
including:  

 Coordinating with the planning team.  

 Developing and managing plans and procedures for continuity events.  

 Overseeing tests, training, and exercises; corrective action planning; and long-term 
planning efforts. [3] 

 Assuming the responsibilities of the COOP Program Manager if the Organization does 
not have one. 
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Continuity Planning Team 

The Continuity Planning Team coordinates continuity planning and duties for the organization. 
These duties include:  

 Providing overall continuity coordination 
for the Organization.  

 Providing guidance and support for 
development of the Organization’s 
continuity plan.  

 Coordinating continuity exercises, 
documenting post-exercise lessons 
learned, and conducting periodic 
evaluations of organizational continuity 
capabilities.  

 Understanding the role that interdependencies and adjacent Organizations might be 
expected to play in certain types of emergency conditions and what support they might 
provide.  

 Understanding the limits of their continuity resources and support capabilities. [18]  

HOW DOES AN ORGANIZATION START THE PLANNING PROCESS?  

The pictorial below provides a step by step depiction of the COOP planning process. An 
estimated timeline is included in each step for better understanding. However, Organizations will 
determine their timelines based on operations, staff, and resources. These steps are discussed 
below: 
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THE PLAN 

The Program Principles lay the framework for the COOP Plan. However, there are still other 
parts to consider. The Planning process is cyclical, therefore it never ends. A plan can be 
finalized and signed by leadership, but then comes the TT&E, implementing, and maintaining 
elements which lead to reviewing and revising the plan. [19] Thus the cycle starts anew. 

Step 1: Initiating/Restarting the Continuity Planning Process 

 

The Organization leadership should initiate the continuity planning process by designating a 
continuity program manager or planner, as appropriate, to direct the  continuity program.  

Identify Key Stakeholders 

It is recommended that the continuity program manager/planner build a continuity 
planning team of key stakeholders and representatives from involved departments. The 
following functional areas should be involved or at least consulted: 

 Information Technology 

 Human Resources 

 Facilities Management 

 Procurement and Acquisition 

 Public Information 

 Legal 

 Security 

*Timeline – No more than 1 week. 

Obtain Leadership Support 

Obtaining leadership support may come as a letter from leadership identifying the 
importance of a continuity culture and asking for the support of the Organization in 
COOP planning efforts. Briefing leadership and stakeholders is helpful to obtain buy-in 
for the plan and program as they have the ability to:  
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o Control budgets and resources.  

o Provide timelines and expected tasks.  

o Provide foundation information, if it exists already, such as Orders of Succession.  

o Clarify issues and serve as a tie-breaker if disputes arise.  

o Approve the continuity plan.  

o Provide public support, so the rest of the Organization and stakeholders buy into 
and support the plan. 

To get leadership support, the following ideas can help the Planner/Program Manager: 

 Find a champion - An individual who believes in, supports, and sees continuity as 
a priority. If such an individual can be found, bring them into the planning 
process, and use them to advocate to others on behalf of the continuity program.  

 Discuss best practices and lessons learned - Discuss projects or plans other 
Organizations are engaging in or learned from an event. This may encourage 
similar projects or avoid similar mistakes. Consider using examples of reputable 
Organizations and lessons learned from exercises or real world events. 

 Use real world events or develop TT&E to illuminate shortcomings - 
Shortcomings may highlight the need for additional support or resources. In some 
cases, pre-exercise planning may help address the issue. 

 Identify applicable laws/regulations - Being aware of and understanding 
regulations (and any consequences or enforcement actions) that may encourage 
leadership to support the program.  

 Provide information in small chunks - Continuity is a large program which may 
lead to potential information overload. Provide information in small chunks that 
are relevant and actionable.  

 Relate continuity to the mission and priorities of the Organization - Linking 
continuity to the mission and priorities can enhance support and focus on the 
program. 

*Timeline- This step could take the longest, however to have an effective COOP Program this 
step should not take more than 2 weeks. 

Develop Success Criteria and Milestones 

The identification of criteria and milestones to determine what a successful completed 
plan may look like for the Organization is helpful and may be used for the Multi-Year 
Strategy and Program Management Plan (MYSPMP). 

*Timeline - No more than 1 week. 

Develop Multi-Year Strategy and Program Management Plan (MYSPMP) 

A MYSPMP provides for the overarching development, maintenance, and review of 
continuity capabilities to ensure the program remains viable and successful. It serves as a 
roadmap for an Organization’s COOP Program Manager/Planner to follow to ensure that 
planning critical activities and resources can be implemented and obtained so their 
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program continues to improve over multiple years. Completing a MYSPMP can also 
assist an Organization with budgeting for continuity resources and promote COOP 
priorities on a strategic level. The goals and objectives in the MYSPMP can also be used 
as part of the Organization’s overall strategic plan.  

*Timeline – No more than 2 weeks. Overall, Step 1 should take no more than 6 weeks. 

Step 2: Determining Essential Functions 

 

As a reminder from Principle 1, EFs are the foundation to the COOP Plan. An Organization that 
needs more information on EFs can look at the Training Annex for training opportunities and the 
Essential Function Annex for the Essential Function and Organization Process Analysis Tools. 

*Timeline – No more than 3 weeks. 

Step 3: Risk Management 

 

By conducting a risk analysis, an Organization can determine its vulnerability to hazards, 
including human-caused incidents that pose a threat to the facility, personnel, or infrastructure. 
Comparing the risks of identified hazards enables planners to focus on the hazards that present 
the highest risk first. Factors to consider when comparing hazards are the: 

 Frequency of occurrence. 

 Potential magnitude and intensity. 

 Probable spatial extent and duration. 

 Speed of onset. 

*Timeline – No more than 3 weeks. 
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Step 4: Designing and Building the Plan 

 

This step brings all of the foundation information together and includes building the Devolution 
and Reconstitution plans. Although most emergencies will not require continuity activation for 
an extended period, a 30 day usage period is recommended as certain types of emergencies, such 
as a biological attack or a pandemic, may require longer activation.  

An effective COOP Plan should include, but is not limited to, the following: 

 Letter of Promulgation - outlines the Organization and content of the Plan and officially 
announces or declares leadership approval. 

 Introduction - stresses how the Organization supports its mission and ensures that there 
will not be any disruption of service during a Continuity Event. 

 Purpose - explains why the Organization is developing the Plan and the expected results. 

 Scope - describes the applicability of the Plan to the Organization. 

 Situation Overview and Assumptions - characterizes the environment for which the 
Plan is written and the assumptions the Organization is making during the 
implementation phases. 

 Concept of Operations - details plan implementation, requirements, and instructions for 
Continuity and non-Continuity personnel. 

 Functional Roles and Responsibilities - describes who performs what role and what that 
role is responsible for in a Continuity Event. 

 Essential Functions and Processes - documents the functions that cannot be disrupted 
for a specific time and the processes that support the functions. 
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 Orders of Succession - specifies the conditions under which succession will take place, 
the method of notification, and any limitations of authority.  

 Delegations of Authority - identifies the channels of authority for policy determinations 
and decisions when normal channels are disrupted.  

 Essential Records to include safeguarding - specifies what records and applications are 
needed to perform EFs, their locations, and the methods for protecting them.  

 Support requirements - documents staff, equipment, supplies, and physical space. 

 Devolution – identifies what EFs may be transferred and how the Devolution partner will 
perform those functions during and after the event and into recovery.  

 Reconstitution - prioritizes the pre-planned strategies and resources to prepare for the 
recovery of all functions.  

 TT&E - documents the TT&E activities for the training and preparedness of personnel 
needed to support the continued performance of the Organization’s EFs. 

 Development and Maintenance - describes the processes and responsibilities of 
maintaining the currency of the Plan. 

Compiling the Continuity Plan is more efficient if all of the needed information is gathered and 
organized first. To assist State Agencies, DEMA has created a COOP Plan Template, 
Reconstitution Plan Template, and Devolution Plan Template. (See appropriate Appendices) 

The templates include a Base Plan and Annexes/Appendices. The Base Plan is about strategies 
(the what, not the how) and is the umbrella for the Organization. The Annexes/Appendices 
include specific procedural information. For Organizations with multiple divisions and very 
separate functions or procedures, the templates allow for expansion which can be used for each 
division. The plan templates are intended to be flexible and scalable depending on the size of the 
Organization. It relies on the idea that people know what to do, but may need reminders during 
emergencies, thus the change from detailed procedures to checklist type strategies. [20] The 
detailed procedures should be in an Organization’s SOPs as part of their Annexes/ Appendices 
but can be referenced in the COOP, Reconstitution, and Devolution Plans. 

*Timeline – With pre-organizing, this step should take no more than 8 weeks. As a best practice Step 4: 
Building the Plan should not take more than 6 months due to the fact that the longer it takes to finish this 
step the more outdated the information in the Plan will be. 

The Reconstitution and Devolution Plans may be completed at a later time as part of the MYSPMP. If 
building the Reconstitution and Devolution Plans into a COOP Plan, expect another 8 to 10 weeks for 
coordination with external stakeholders and partners. 
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Step 5: Implementation 

 

Implementation begins upon completion of the plans. The four phases of Continuity 
implementation are: 

 Phase I: Readiness and Preparedness (Continuous) 

o Identification of EFs. 

o Development of the continuity plan. 

o Identification of resources needed for continuity operations. 

o Conduction of TT&E to verify resources are identified and operational, and personnel 
are trained for a continuity situation. 

 Phase II: Activation and Potential Relocation (0 – 12 hours, as appropriate) 

o The primary and continuity facilities are inaccessible. 

o Key personnel are incapacitated or otherwise unable to perform their continuity 
functions. 

 Phase III: Continuity Operations (12 hours – 30 days, or until resumption of normal 
operations) 

o Reception, in-processing, and accounting for personnel. 

o Transition of responsibilities to the Continuity Personnel. 

o Guidance for non-deployed personnel. 

o Identification of replacement personnel. 

o Execution of EFs at the continuity facility. 
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o Activation of processes to acquire the resources needed to continue EFs and sustain 
operations. 

o Notification to customers and stakeholders of continuity activation and status. 

o Redeployment plans for return to the primary facility. 

 Phase IV: Reconstitution (recovery, mitigation, and termination) 

o Following reconstitution, an After-Action Report/Improvement Plan (AAR/IP) within 
the Corrective Action Program (CAP) is developed. 

*Timeline – None specified. Dependent on the Continuity Event and the Organization’s time needed to 
reconstitute. 

Step 6: Testing, Training, and Exercising the Plan 

 

A Continuity TT&E Program should cover the following: 

 Testing 

o Annual testing of systems and procedures included in the continuity plan. This 
includes verification systems will be functional from the designated continuity 
facility. 

o Monthly testing of alert and notification procedures. 

 Training 

o Continual individual and team training for continuity personnel. 

o Courses to improve continuity knowledge and skills.  

 Exercising 

o Internal exercising of continuity plans and procedures. 

o Inter-organization exercises, as appropriate.  

o Progressive exercises, developing from simple to complex scenarios, and 
covering a variety of potential hazards and operations.  

*Timeline – Continual, however, training and exercises should be performed at least on an annual basis.   



Arizona Continuity of Operations Program 
Base Document 

September 2017   B‐19 

Step 7: Distributing, Maintaining, and Updating the Plan 

 

This step may require the efforts and coordination of a designated review team. The 
responsibilities of this team may include, but are not limited to, the following: 

 Maintaining overall plan currency and readiness. Procedures, equipment, systems, 
personnel, and rosters should be considered. 

 Addressing and resolving continuity plan policy issues. 

 Advising leadership on continuity concerns. 

 Coordinating related plans, such as EOPs and COG plans. 

 Updating the continuity plan on at least an annual basis. 

Revisions to the continuity plan incorporate lessons learned from testing and exercises or actual 
events as part of the CAP. 

*Timeline – No more than 1 week to distribute the Plan(s). Plan maintenance and updating is continual.  

WHAT DOES COOP LOOK LIKE AT DEMA? 

DEMA is comprised of five Divisions: Administrative Services, Joint Task Force, Air Guard, 
Army Guard, and Emergency Management. DEMA has been designated by the Governor to lead 
COOP and COG planning efforts and develop a COOP Program to guide State Agencies in the 
development of their COOP Plans. [7] This designation was then assigned to the Emergency 
Management Division (DEMA-EM).  

DEMA-EM strives to be the leader in all things COOP, not just for State Agencies, but also for 
all of Arizona and the Nation. DEMA-EM proactively researches, implements new methods and 
ideas, and stays current by reviewing best practices and lessons learned related to Continuity. 
Implementation includes “living” a Continuity Culture. As part of this Continuity Culture, 
DEMA will set out to have both an internal and external component of its COOP Program.  

Internal Component  

The internal component of the DEMA COOP Program emphasizes “lead by example.” To meet 
this emphasis, DEMA-EM will implement the following items: 

 COOP Program Document. 

o COOP Products to include Templates, Examples, etc. 

o A robust COOP Plan for the Agency. 

 Outreach, training, and education of DEMA Staff. 
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 Implementation of actions to close gaps as part of the CAP/IP process. 

A large part of the internal component of the DEMA COOP Program moves toward the goal of 
ALL DEMA staff (not just DEMA-EM staff) striving to have a Continuity mindset and to align 
with the leadership’s vision. 

The expectation of DEMA Staff is to be champions of COOP throughout their professional and 
personal lives. This includes: 

 Preparing self and family by creating, implementing, and maintaining an individual, 
family, and office Go-Kits to include a communication plan.  

 Having the ability and allowing for communication between staff and leadership at all 
times. 

 Being prepared to work at an alternate location, including telework, for up to 30 days. 

 Actively participating in planning, education, training, and exercise activities to increase 
their knowledge and skills in COOP related issues. 

 Spreading and encouraging the COOP Culture among partners and stakeholders. 

External Component 

The external component of DEMA’s COOP Program includes implementing Executive Order 
2013-06 by: 

 Providing technical assistance to State Agencies for COOP planning. 

 Developing and maintaining products for distribution to include Plan Templates, 
Examples, Best Practices, Leadership Starter Kit. 

 Delivering Continuity related courses, workshops, webinars, and seminars to State 
Organizations and the public when requested.  

 Reviewing State Organization COOP Plans for interdependencies, effectiveness, 
readability, and EMAP compliance. 

 Coordinating and maintaining the Governor’s Scorecard for COOP Plans. 

PROGRAM DOCUMENT DEVELOPMENT AND MAINTENANCE 

This document, including annexes and appendices, was developed and will be maintained 
through the Planning Branch at DEMA-EM. Any changes or edits will be incorporated, as 
necessary, as new information or guidance is released or through AAR/IP gap identification. 
This document will receive at least an annual review by program staff for relevance and 
comprehensiveness. 
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